Administrative Directive 8.60.041-AD

Student and Staff Acceptable Use of
District Technology Policy (AUP)

Introduction

The District’s Acceptable Use Policy (“AUP”) is intended to prevent online users from
unauthorized access and other unlawful or improper activities, prevent unauthorized
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K. Authorized District personnel may temporarily suspend or permanently
end any user’s access.

L. Documents, emails, and other electronic records created, sent or received
using the Network are public records and may be subject to disclosure by
law. They must be preserved in compliance with District and State record
retention and preservation policies. Access the District’'s Network from
employee owned computing devices such as employee owned home
computers, or any portable computing device (such as a laptop,
smartphone, or other electronic device used to access electronic data)
may subject the employee’s personal devices to disclosure.

M. Employees who participate in an approved PPS Social Media Presence
must abide by the rules as defined in Administrative Directive Social
Media Use and Expectations.

N. PPS uses Google Apps for Education for online collaboration with staff
and students. Employees using Google Apps for Education must abide by
the terms and conditions signed upon initial log-in to Google Apps for
Education, as well as all terms of this policy.

O. PPS employees are required to use district email to conduct all district
business, and may not use personal email for any district business.

[1l. Prohibited Use

A. District employees shall not use the network to access obscene material,
including pornography, or any other material that is harmful to the district’s
educational purpose and mission or inconsistent with a professional work
environment. If such material is inadvertently accessed, a district
employee should notify his or her supervisor as soon as reasonably
possible.

B. Violating any state or federal law or municipal ordinance, accessing or
transmitting pornography of any kind, obscene depictions, harmful
materials, materials that encourage others to violate the law, confidential
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information, or copyrighted materials.

C. Selling or purchasing illegal items or substances.

D. Causing harm to others or damage to their property, such as:

1. Using profane, abusive, or impolite language; threatening,
harassing, bullying or making damaging or false statements about
others;

2. Accessing, transmitting, or downloading offensive, harassing, or
disparaging materials;

3. Damaging computer equipment, files, data or the network in any
way, including intentionally accessing, transmitting or downloading
computer viruses or other harmful files or programs; or disrupting
any computer system performance; causing physical damage to a
technology resource; or

4. Using any device to pursue “hacking,” internal or external to the
District, or attempting to access or store information protected by
privacy laws. ( 1a)-13(w)12(s. )]TIJETBTB1tv
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Disclosing anyone’s password or allowing a person to use another
user’s account(s);

Providing your account information, including passwords, to others,
or making your account readily accessible;

Deleting, copying, modifying, or forging other users’ names, e-
mails, files, or data; disguising one’s identity, impersonating other
users, or sending anonymous e-mail; or

Posting or distributing personal information about other District
personnel on the District Web site or public Internet without the
employee’s permission or making any reference to confidential
student information on the District Web site or public Internet.

F. Using the network for:

1.
2.

3.

Personal financial gain;
Personal advertising, promotion, or financial gain;

Conducting for-profit business activities and/or engaging in non-
government related fundraising or public relations activities such as
solicitation for religious purposes, lobbying for personal political
purposes; or

Using software or hardware designed to interfere with or circumvent
security mechanisms.

Using the network in any manner that violates any District or school
rule or policy, including, but not limited to any rule or policy in the
“Student Responsibilities, Rights and Discipline Handbook” located
on the PPS website.
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G. Plagiarism & Copyright Infringement

1. Users are prohibited from plagiarizing works they find on the
Internet. Plagiarism is taking the ideas or writings of others and
presenting them as if they were your own.

2. Users must respect the rights of copyright owners. Copyright
infringement occurs when you inappropriately reproduce a work
that is protected by a copyright. If a work contains language that
specifies appropriate use of that work, users should follow the
expressed requirements. If users are unsure whether or not they
can use a work, they should request permission from the copyright
owner. Copyright law is complex. If you have questions, ask a
teacher, supervisor or the General Counsel.

3. Any software that is protected under the copyright laws may not be
loaded onto or transmitted via the network or other on-line servers
without the written consent of the copyright holder.

H. Google Apps for Education
PPS uses Google Apps for Education for online collaboration with staff
and students. Users agree to not use Google Apps for Education services:

1.

Page 7 of 10



Administrative Directive 8.60.041-AD

Student and Staff Acceptable Use of
District Technology Policy (AUP)

6. to alter, disable, interfere with or circumvent any aspect of the
Services;

7. to test or reverse-engineer the Services in order to find limitations,
vulnerabilities or evade filtering capabilities.

I.  No user shall establish a peer-to-peer network or wireless ad-hoc using
their personal device, or any other wireless device while on district
property. This includes, but is not limited to using a privately owned
electronic device such as a cabled or wireless hotspot.

J. The use of a District account is a privilege, not a right. Misuse could result
in the restriction or cancellation of the account. Misuse may also lead to
other disciplinary and/or legal action for both students and employees,
including suspension, expulsion, dismissal from District employment, or, in
the case of a student from school, or criminal prosecution by government
authorities. The District will attempt to tailor any disciplinary action to meet
the specific concerns related to each violation. When applicable, sanctions
on employees will be in accordance with the appropriate labor agreement.

IV. Internet Safety

A. In accordance with the Children’s Internet Protection Act (CIPA), the
District will use technology protection measures on the network to block or
filter, to the extent practicable, access to visual depictions that are
obscene, pornographic and/or harmful to minors.

B. Use of the District network constitutes consent to be monitored. Users
should have no expectation of privacy regarding their use of District
property, network and/or Internet access, files, and other District systems
including e-mail. Monitoring technologies may be used to identify and
mitigate issues with access of inappropriate materials.

C. ltis the intention of Portland Public Schools to educate our students to be

good Cybercitizens. With input from building administrators, teachers,
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instructional leaders and parents, Information Technology will provide
resources and curriculum around topics such as:

1. Safety and security of minors when using technology such as social
networking websites, email, video games, chat rooms, instant
messaging, and other forms of direct electronic communications;
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B. Files saved on the District network are retained as follows:

1. Active employees’ files will be retained for the duration of their

employment.

Inactive employees’ files will be kept in its state on the date of
account disable for 13 months past their inactive date. At that time,
files will be fully purged from the system.

Under request or guidance from District HR or Legal personnel,
files from inactive employees may be kept longer than 13 months.

C. User accounts are maintained as follows:

1. Active employees’ accounts are maintained for the duration of their

3.

employment.

Inactive employees’ accounts are disabled 14 days after the date of
inactive status with HR.

Inactive employees’ accounts are fully purged from the system 13
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